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Operation Room 1956
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Operation Room 2016
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Safe Interconnection of Medical Devices

Upcoming IEEE 11073-SDC standard

» Interconnect medical devices
in the operation room.

» Dynamic interconnection of devices
from different manufacturers.

» Devices announce themselves in network
with an interface description.

Leucker, Schmitz, Tellinghusen ISoLA 2016



IEEE 11073-SDC
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IEEE 11073-10207

Semantic Interoperable Domain Information & Service Model
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Risk Analysis

» European Medical Device Directive demands
execution of risk management.

» How to do risk management for
dynamic interconnection?
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Risk Analysis: Contract Enforcement

» European Medical Device Directive demands
execution of risk management.

» How to do risk management for
dynamic interconnection?

Embedded monitors check at runtime that
» the device itself and
» other devices controlling it

satisfy the interface description.

Leucker, Schmitz, Tellinghusen ISoLA 2016



Our Tools
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Our Tools

Device Modeler
» Model the device containment tree
including constraints for metrics

» Generate network interface code
including runtime monitors

Swiss Army Knife

» Debug devices in network

and manipulate them through SCO
> Specify constraints for metrics

and execute monitors checking those
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Specifying Temporal Properties

» Specify temporal behavior of metric’s
observed value, invocation state, ...

» Smart Assertion Logic for Temporal Logic
(SALT, Bauer, Leucker, Streit 2006) ...

» Impartial Anticipation using LTL3 Semantics
(Bauer, Leucker, Schallhart 2011)

Example

assert "brightness.value < 70"
until "readiness_state.value = 'READY'"
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OSCP Device Modeler Workbench

CREATE A NEW MEDICAL DEVICE

Workbench

Edit TestDevice
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OSCP Device Modeler Workbench

Edit TestDevice
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OSCP Device Modeler
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OSCP Device Architecture
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OSCP Device Monitoring
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OSCP Swiss Army Knife

o0 e OSCP Swiss Army Knife
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OSCP Swiss Army Knife

» Discover all active devices in network

» Show interface description

» Show current values

» Allow manipulation through service model

» Allow attachment of monitors
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Monitor Injection in Swiss Army Knife
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Demo

Demo
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Conclusion

» IEEE 11073-SDC is upcoming standard for interconnection of
medical point-of-care devices.

» Devices announce their interface to the local network.
» Monitors can be attached to devices’ metrics.

» Monitors enforce own device and remote controlling device
to satisfy the interface description.

» Swiss Army Knife discovers devices.

» Swiss Army Knife manipulates devices’ states.
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